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DETAILED ACTION 

1 . Claims 1-38 have been examined and are pending. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1-38 are rejected under 35 U.S.C. 102(e) as being anticipated by US 
Publication No. 20050038750 to Cahill et al., (hereinafter "Cahill"). 

As to Claims 1, 17, 24 and 30 Cahill anticipates method, machine-readable 
storage media, apparatus and system, comprising: 

one or more machine-readable storage media containing instructions that when 
executed enable a processor to (as stated in par. 0045, lines 1-14, Computers 
includes a variety of computer readable media that can be accessed by computer 
processor, storage media and communication media, implemented in any method 
or technology for storage of information such as computer readable instructions, 
data structures, program modules or other data): 
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an apparatus, comprising: an interface; and a control unit coupled to the interface 
and adapted to (as stated in par. 0048, lines 1-28, computer includes input/output 
devices connected to the processing unit through user interfaces that are coupled 
to the system bus connected by other interface and adapters); 

a system, comprising: a first processor based device; and a second processor 
based device adapted to (as stated in par.0060, lines 1-8, system comprises 
servers, which are typically a remote computer systems accessible over a remote 
networks such as the Internet. The client process may be active in a first 
computer system, and the server process may be active in a second computer 
system, communicating with one another over a communications medium, thus 
providing distributed functionality and allowing multiple clients to take advantage of 
the information-gathering capabilities of the server); 

determining that a user is authorized to receive less than all of an electronic mail 
message based on at least one digital right associated with the electronic mail 
message (as stated in par.0189, lines 1-18, rights management (RM) enforcement 
architecture and method allow the controlled rendering of arbitrary forms of digital 
content (including electronic mail message), where such control is flexible and 
definable by the content owner/developer of digital content. Controlled rendering, 
where documents are to be shared amongst a defined group of individuals or 
classes of individuals is achieved through Rights-managed email, propagating RM 
protection to attachments of RM -protected email, dynamic application of RM 
protection to a document in a document store, RM-protected email conversations); 
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selecting a portion of the electronic mail message that the user is authorized to 
receive (as stated in par. 0093, lines 1-14, email may actually comprise several 
alternative forms of the body of the email, which again may include text, pictures, 
links, and/or the like based on the rights, different email capabilities of the 
recipient and as created (selected) by the sender); and 

providing the selected portion of the electronic mail message (as stated in par. 
0096 lines 1-5, email created (selected) by a sender as set forth herein and sent to 
authorized recipient). 

As to Claim 2, Cahill anticipates method of claim 1, wherein determining that a 
user is authorized to receive less than all of the electronic mail message comprises 
determining that a user is authorized to receive less than all of the electronic mail 
message based upon at least one of a copyright, a distribution right, a broadcast 
right, a reproduction right, a publication right, a licensing restriction, fair use, and a 
restriction imposed by the Digital Rights Millennium Copyright Act (as stated in par. 
0011, lines 1-5, par. 0012, lines 1-5 and par 0013 lines 1-5, Digital rights 
management and enforcement is implemented with Rights management in 
connection with digital content such as digital audio, digital video, digital text, digital 
data, digital multimedia, etc., where such digital content is to be distributed to one 
or more users, or digital content owner or rights-owner such as an author, a 
publisher, a broadcaster, etc., wishes to distribute such digital content to each of 
many users or recipients in exchange for a license fee while at the same time 
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holding the user to the terms of type of license. Digital rights management 
gives the owner, choice to restrict what the users can do with such distributed 
digital content beyond there authorization and terms of type of license). 

As to Claims 3, 18 and 25, Cahill anticipates method, machine-readable storage 
media and apparatus, of claims 1,17 and 24, wherein determining that the user is 
authorized to receive less than all of the electronic mail message comprises 
accessing at least one of a user input and a user profile (as stated in par. 0048, lines 
1-23, par. 0050, lines 1-14 and par. 0051, lines 1-18, hard-drives and associated 
computer storage media provide storage of computer readable instructions, data 
structures, program modules and other data for the computer. User enter 
commands and information (for stored user-profiles and login ID) into the 
computer through input devices connected to the processing unit through a user 
input interface that is coupled to the system bus connected by other interfaces, 
such as a parallel port, game port, universal serial bus, display device, network 
interface to establishing communications over the WAN, such as the Internet to 
servers and other computers and for accessing electronic mail messages from the 
mail-servers). 

As to Claim 4, Cahill anticipates method of claim 3, wherein accessing the user 
profile comprises accessing the user profile on at least one of a local device and a 
remote device (as stated in par. 0050, lines 1-14 and par. 0053, lines 1-11, 
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computers operate in a networked environment using logical connections to one or 
more remote computers. The remote computer may be a personal computer, a 
server, a mail-server, a router, a network PC, a peer device or other common 
network node, and includes many or all of the elements described above relative to 
the computer. User-profiles are stored on both the computer and remote servers, 
which implicate authentication techniques for trusted electronic mail message 
exchange). 

As to Claims 5, 19 and 26, Cahill anticipates method, machine-readable storage 
media and apparatus, of claims 1, 17 and 24, further comprising acquiring 
authorization to receive a protected portion of the electronic mail message (as stated 
in par. 0090, lines 1-20, e-mail attachment has protected content and also has 
rights data (means for authorization) relating to the protected content defined by 
the sender of the email or may be defined by a template selected by the sender of 
the email, and sets forth each individual or group of individuals that has rights with 
respect to the protected content, and for each such individual or group of individuals 
a description of such rights (means for authorization)). 

As to Claim 6, Cahill anticipates method of claim 5, wherein acquiring the 
authorization comprises acquiring a license to receive the protected portion of the 
electronic mail message (as stated in par. 0067, lines 1-12, rights management 
system, allows the controlled rendering of arbitrary forms of digital content, where 
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such control is flexible and definable by the content owner of such digital content 
(protected content). Content is distributed to the user in the form of a package by 
way of any appropriate distribution channel (through electronic mail message). 
The digital content package as distributed includes the digital content encrypted with 
a symmetric encryption/decryption key, as well as other information identifying the 
content, how to acquire a license for such content). 

As to Claims 7 and 21, Cahill anticipates method and machine-readable storage 
media of claims 5 and 19, wherein acquiring the authorization comprises directing 
the user to an owner of the digital rights to the protected portion of the electronic 
mail message (as stated in par. 0067, lines 1-12, rights management system, allows 
the controlled rendering of arbitrary forms of digital content, where such control is 
flexible and definable by the content owner of such digital content (protected 
content). Content is distributed to the user in the form of a package by way of any 
appropriate distribution channel (through electronic mail message). The digital 
content package as distributed includes the digital content encrypted with a 
symmetric encryption/decryption key, as well as other information identifying the 
content, how to acquire a license for such content and directing to owner for 
obtaining authorization for digital content (protected content)). 

As to Claims 8, 20 and 27, Cahill anticipates method, machine-readable storage 
media and apparatus, of claims 1, 19 and 26, further comprising providing the 
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protected portion of the electronic mail message in response to acquiring the 
authorization (as stated in par. 0089, lines 11-19, protected content in the 
attachment RM-compliant individual and an email application thereof at a 
computing device, and accordingly the main info of the email contains a message to 
the effect that the email is RM-protected and therefore after authorization, have 
access to such protected content. Protected content in the attachment is 
displayed upon the approval (authorization) of the trusted component and 
decryption of such protected content). 

As to Claim 9, Cahill anticipates method of claim 1 , wherein selecting the portion 
comprises determining a format of at least one file associated with the electronic 
mail message (as stated in par. 0065, lines 1-9, par. 0067, lines 3-8, and par. 0142, 
lines 1-3, RM system, allows the controlled rendering of multiple forms of digital 
content as digital audio, digital video, digital text, digital data, digital multimedia, etc., 
where digital content is to be distributed to users, control is flexible and definable by 
the content owner of such digital content. The main info of the email contains a 
message to that effect in the email, content is distributed to the user in the form of a 
package defining the selected format with all necessary RM-related information, 
RM-protected document with a custom data section, standard form of the 
protected content storage, etc. The protected content in the custom data may be 
in any particular format, which is selected). 
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As to Claim 10, Cahill anticipates method of claim 9, wherein selecting the 
portion of the electronic mail message comprises identifying at least one chart, table, 
page, agenda, table of contents, summary, audio clip, or video clip based upon the 
determined file format (as stated in par. 0065, lines 1-9, par. 0067, lines 3-8, and 
par. 0142, lines 1-3, RM system, allows the controlled rendering of multiple forms of 
digital content as digital audio, digital video, digital text, digital data, digital 
multimedia, etc., where digital content is to be distributed to users, control is flexible 
and definable by the content owner of such digital content, the main info of the email 
contains a message to that effect in the email, content is distributed to the user in 
the form of a package defining the selected format with all necessary RM-related 
information RM-protected document with a custom data section, standard form of 
the protected content storage, etc. The protected content in the custom data may be 
in any particular selected format). 

As to Claim 11, Cahill anticipates method of claim 9,, wherein selecting the 
portion of the electronic mail message comprises reducing the resolution of the at 
least one file associated with the electronic mail message based upon the 
determined file format (as stated in par. 0095, lines 1-10 the protected/encrypted 
content of the email is compressed to reduce the overall size thereof in existing 
email formats). 
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As to Claims 12, 22 and 28, Cahill anticipates method, machine-readable 
storage media and apparatus, of claims 11, 17 and 24, wherein reducing the 
resolution of the at least one file comprises downcasting a portion of at least one of 
an audio file, video file, a multimedia file, an image file, and a graphics file (as stated 
in par. 0067, lines 3-8, and par. 0146, lines 1-9, RM system, allows the controlled 
rendering of multiple forms of digital content as digital audio, digital video, digital 
text, digital data, and digital multimedia. The protected/encrypted content of 
the document is compressed to reduce the overall size thereof. Trusted 
component decompress the encrypted and compressed content in the course of 
decrypting it. Such compression provides a significant reduction in the overall 
size of the document having the protected content in the custom data thereof in 
existing document formats). 

As to Claim 13, Cahill anticipates method of claim 1, further comprising 
determining that it is desirable to receive less than all of the electronic mail message 
(as stated in par. 0041, lines 1-13 rights management system requires only a thin 
client having network server interoperability and interaction. Thus, rights 
management system is implemented in an environment of networked hosted 
services in which very little or minimal client resources are implicated, e.g., a 
networked environment in which the client device serves merely as a browser or 
interface to receive less than all of the electronic mail message). 



Application/Control Number: 10/788,999 Page 1 1 

Art Unit: 4121 

As to Claims 14, 23 and 29, Cahill anticipates method, machine-readable 
storage media and apparatus, of claims 13, 17 and 24, wherein determining that it is 
desirable to provide less than all of an electronic mail messages comprises (as 
stated in par. 0067, lines 1-9, par. 0068, lines 3-8, The main info of the email 
contains a message to that effect in the email, content is distributed to the user in 
the form of a package defining the selected format with all necessary RM-related 
information, rules and requirements specify and determine what to provide in e- 
mail to user, rules that must be satisfied before such digital content is allowed to 
be rendered on a user's computing device). 

determining a threshold time (as stated in par. 0071 , lines 1-11, whether the user 
has rights to render the digital content based on any of several factors, including 
who the user is, where the user is located, what type of computing device the user 
is using, what rendering application is calling the RM system, the date, the time 
and limit pre-determined rendering time. Thus, the trusted component needs to 
refer to a clock on the computing device); 

determining a value associated with a data transfer rate (as stated in par. 0072, 
lines 1-11 rules and requirements are specified in the license accordingly to specify 
attributes and values that must be satisfied which are required for the performance 
of functions (data transfer rate) according to specified values and attributes), 

determining a value associated with a size of the electronic mail message (as 
stated in par. 0158, lines 1-16, RM-protected e-mail package also sefs value by 
size of the documents by defining a specific rights template associated with the 
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folders of digital content. Such rights template have any particular rights defined 
therein common to every document within the folder, or may treat different types of 
documents differently. The rights template for a particular folder specify one set of 
rights for documents below a certain size and another set for documents above 
a certain size), 

estimating a transfer time using the determined value associated with the data 
transfer rate and the determined value associated with the size of the electronic mail 
message (as stated in par. 0158, lines 1-10, par. 0163, lines 1-4, rights 
management is applied to document by way of a trusted component on a 
computing device of a RM-compliant recipient, and the document is in a form that 
is still recognizable to a computing device which may or may not be RM-compliant 
for receiving of protected content in such document as the protected content is rights 
managed, such content is compressed with value associated with the size of 
content document and decompressed by the trusted component of computing 
device based on its data transfer rate value); 

comparing the threshold time and the estimated transfer time; and selecting a 
portion of the electronic mail message based upon the comparison (as stated in par. 
0162, lines 1-4, par. 0163, lines 1-4, digital content are stored in the folder of the 
document store, the document store mapping (comparison) the access controls 
for the folders of digital content into RM rights that are to be defined in rights 
data for the copy of the requested digital content document ). 
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As to Claim 15, Cahill anticipates method of claim 1, wherein providing the 
selected portion of the electronic mail message comprises transmitting the selected 
portion from a server to a processor based device and storing the electronic mail 
message on the server (as stated in par. 0118, lines 1-9 to render the protected 
content in an RM-protected email, the protected content is encrypted according to a 
content key stored on RM server. Recipient of the RM-protected email must 
obtain a corresponding license with content key from the RM server, for obtaining 
protected content in the e-mail package which is stored on the RM server). 

As to Claim 16, Cahill anticipates method of claim 1, wherein providing the 
selected portion of the electronic mail message comprises transmitting the selected 
portion from a processor-based device to a server and storing the electronic mail 
message on the processor based device (as stated in par. 0121, lines 1-12, 
computing device and email application of the recipient requests the license for 
the protected content of the retrieved email from the RM server in a manner to 
satisfy the rights and conditions set forth in the license, obtains content key from the 
license, and applies content key to decrypt the protected content in RM-protected 
email). 

As to Claim 31, Cahill anticipates system of claim 30, wherein the second 
processor-based device is a server, and further comprising a network, and wherein 
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the server and the at least one first processor-based device are communicatively 
coupled via the network (as stated in par. 0062, lines 1-12, Rights management 
(RM) system is employed in networked or distributed environment, with a server in 
communication with client computers via a network/bus. In more detail, a number 
of servers are interconnected via a communications network/bus, which may be a 
LAN, WAN, intranet, the Internet). 

As to Claim 32, Cahill anticipates system of claim 30, wherein the second 
processor-based device is adapted to queue the electronic mail message (as stated 
in par. 0121, lines 1-12, email application of the recipient capable of receiving 
several emails at a time, especially if the emails are received from an email server 
that must be polled for RM-protected email. The email application on the RM 
server places each received RM-protected email with protected content therein into 
a queue and the trusted component retrieves the received RM-protected email 
from the queue). 

As to Claim 33, Cahill anticipates system of claim 30, further comprising a 
storage unit, and wherein the second processor-based device is adapted to provide 
the electronic mail message to the storage unit (as stated in par. 0118, lines 1-9 to 
render the protected content in an RM-protected email, the protected content is 
encrypted according to a content key stored on RM server. Recipient of the RM- 
protected email must obtain a corresponding license with content key from the 
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RM server, for obtaining protected content in the e-mail package which is stored 
on the RM server document store). 

As to Claim 34, Cahill anticipates method for interfacing with a user of a 
computer system having a graphical user display, comprising (as stated in par. 
0049, lines 1-6, monitor or other type of display device is also connected to client 
computers system via an video interface or graphics interface). 

displaying at least one indicator of a digital rights management rule associated 
with at least one portion of at least one electronic mail message (as stated in par. 
0068, lines 1-6, par. 0093, lines 1-6 The trust-based RM system allows an owner of 
digital content to specify license rules embodied within a digital license or use 
document or in the attachment of the email, and comprises several alternative 
forms of the body of the email, which includes user interactive text, pictures, links, 
metadata relating to the addenda and/or displayed on the user/user's computing 
device and that must be satisfied before such digital content is allowed to be 
rendered on a user's computing device), 

monitoring the position and selection status of a pointer controller to detect that 
at least one of the at least one indicators has been selected by the user; and 
providing an indication of a user authorization associated with the at least one 
portion of the at least one electronic mail message and the digital rights 
management rule in response to detecting that at least one of the at least one 
indicators has been selected by the user (as stated in par. 0068, lines 1-6, par. 
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0069, lines 1-10, and par. 0070, lines 1-8, Such license rules include the 
aforementioned requirement, that the user/user's computing device select to 
obtain from the content owner or an agent thereof. When user selects for such 
license, and satisfies rules and requirements are then provided with a trusted 
component mechanism that will evaluate rules and requirements with license 
evaluator (monitoring) and not render the digital content except according to the 
license rules embodied in the license associated with the digital content and 
obtained by the user, such as decryption key {authorization) for decrypting the 
digital content, and encrypted according to a key decryptable by the user's 
computing device). 

As to Claim 35, Cahill anticipates method of claim 34, wherein providing the 
indication of the user authorization comprises providing at least one of an option to 
acquire one or more digital rights and an option to downcast the at least one portion 
of the at least one electronic mail message (as stated in par. 0077, lines 1-11, 
digital license rules and requirements for the email content is typically obtained 
from an RM server with options that such license may be sent with the email under 
at least some circumstances, may be obtained upon opening the email, may be 
obtained upon downloading the email, may be obtained at the direction of the 
sender and/or recipient user/user's computing device). 
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As to Claim 36, Cahill anticipates method of claim 34, further comprising 
providing an option to modify the digital rights management rule associated with the 
at least one portion of the at least one electronic mail message in response to 
detecting that at least one of the at least one indicators has been selected by the 
user (as stated in par. 0160, lines 1-11, RM-protection as set for a folders of 
digital content, either by way of access controls or by way of a rights template, 
may be changed from time to time by an administrator of the document store or 
the like. Accordingly, it may be the case that an email recipient user/user's may 
request (select) a document from a folder of the document store and receive such 
document with a first set of rights data, and then some time later under identical 
circumstances request (select) the same document from the same folder of the 
document store and receive such document with a second set of rights data 
different from the first set). 

As to Claim 37, Cahill anticipates method of claim 34, further comprising 
controlling a pointer element on the graphical user display with a user pointer 
controller, the pointer controller having position and selection status responsive to 
operation by the user (as stated in par. 0048, lines 1-11, par. 0049, lines 1-4, user 
enters commands and information into the computer through input devices such as 
a keyboard and pointing device, commonly referred to as a mouse, trackball or 
touch pad. These and other input devices are connected to the processing unit 
through a user input interface that is coupled to the system bus. A monitor or other 
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type of display device is also connected to the system bus via an interface, such as 
a video interface, which displays the position and selection status responsive to 
operation by the user of pointing device). 

As to Claim 38, Cahill anticipates method of claim 34, wherein displaying the at 
least one indicator of the indication of the user authorization associated with the at 
least one portion of the at least one electronic mail message and the digital rights 
management rule comprises displaying at least one of a closed-lock icon and an 
open-lock icon, (as stated in par. 0078, lines 1-15, par. 0140, lines 1-11, email with 
the protected content may be received by an RM-compliant individual with a 
trusted component and the like, which is in a form amenable to such RM-compliant 
individual. At the same time, email with the protected content may be received by a 
non-RM-compliant individual without a trusted component and the like, such email 
should also be in a form amenable to such non-RM-compliant individual, at least to 
the extent that the email is recognizable as such by the computing device of the non- 
RM-compliant individual, informs the non-compliant individual of the protected 
content therein and does not inappropriately affect the computing device of the non- 
RM-compliant individual. Put another way, the email with the protected content be 
in a more-or-less standard email form so as to be recognized as email, but should 
also includes within the standard form the protected content of the email along with 
all necessary RM-related information for unlocking the protected content). 
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Conclusion 

3. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

US Patent No. 7181468 to Spring et al., US Pat No. 6990513 to Belfiore et al., 

US Publication No. 2002/0046250 to Nassiri, Nick and US Publication No. 

2006/0265464 to Nassiri, Nicholas are cited for reference but not taken into 

consideration. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Muktesh G. Gupta whose telephone number is 571- 
270-5011. The examiner can normally be reached on Monday-Friday, 8:00 a.m. - 
5:00 p.m., EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Taghi T. Arani can be reached on 571-272-3787. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273- 
8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR 
only. For more information about the PAIR system, see http://pair-direct.uspto.gov. 
Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like 
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assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571- 
272-1000. 

MG 



/Taghi T. Arani/ 

Supervisory Patent Examiner, Art Unit 4121 
11/26/2007 



